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Security Security –– Generally Speaking Generally Speaking 

• Any illicit action or activity with intention to 
cause harm to persons, damage to property or 
an adverse impact upon the environment

Measures to prevent, detect, interdict & respondMeasures to prevent, detect, interdict & respond
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Nuclear Security Nuclear Security 
(as part of General Security)(as part of General Security)

• The prevention and detection of and response to, 
• theft 

• sabotage

• unauthorized access

• illegal transfer or 

• other malicious acts involving nuclear material, other 
radioactive substances or their associated facilities
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Acts with Radioactive Material

Authorised Acts
• Import/Export

• Manufacture

• Sell/Transfer

• Possess

• Transport

• Use/Store

• Dispose

Unauthorised Acts

• Anything that is not 
authorised 

(other than with exempt 
material/quantities)
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Unauthorized use of nuclear and other Unauthorized use of nuclear and other 
radioactive materialsradioactive materials

Inadvertent
Loss or damageLoss or damage

• Misplaced
• Forgotten
• Accidents

Criminal Intention

DamageDamage
(Sabotage)(Sabotage)

AcquisitionAcquisition
• Theft
• Illegal purchase
• Legal purchase

Financial motiveFinancial motive
• Illegal sale for profit
• Avoidance of costs of 

ownership
• Extortion

Malicious motiveMalicious motive
• Terrorism
• Individual’s intent to 

harm other(s)
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Malicious acts involving radioactive materialsMalicious acts involving radioactive materials

• Abandoned suspicious 
package found 

• Bomb threat 

• Suspicious luggage/package in 
an airport or bus station 

• Homicide/Suicide bomber 

• RDD – dirty bomb 

• Disused and/or abandoned 
source 

• Car bomb with driver inside 

• Suspicious object inside a 
vehicle without driver

• Sabotage
• At nuclear facilities

• During transport of 
radioactive materials

• At facilities where 
radioactive sources are 
present

• Illicit trafficking

• Domestic theft
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Criminal act using radioactive material!Criminal act using radioactive material!

Who? Why? Where?Who? Why? Where?

Who?Who?
• Terrorist, amateur, unstable person, etc

Why?Why?
• Political, religious, ideological motive, etc

Where?Where?
• Critical facilities & infrastructure, high profile events, 

symbolic monument or building, enclosed spaces, 
radioactive materials in transit, etc
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Potential consequences IPotential consequences I
Overexposure of persons

1m
• Near by  for few weeks

• Deaths may occur in less       
then 1 month
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Potential consequences IIPotential consequences II

Dispersal of radioactive materialsDispersal of radioactive materials

Non violent modeNon violent mode
• Aircraft, ventilation system, spray or manually

Violent modeViolent mode
• Explosive/dirty bomb

Catastrophic damages (in case of nuclear yield)Catastrophic damages (in case of nuclear yield)
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Intense media/public interestIntense media/public interest
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Is there a risk? (1)

• Availability
• Radioactive sources are abundant and widespread all around the 

world!

• Thousands of powerful radioactive sources suitable for criminal 
are used in industrial, medical and research applications

Food irradiator
~10,000,000 Ci

60Co

Sealed gamma 
sources

Teletherapy unit
(~13,000 Ci 60Co) 



IAEA 5/11/2009 13

Suitable radioactive materials for criminal useSuitable radioactive materials for criminal use

• Industrial & medical sources
•• AmericiumAmericium
•• CesiumCesium
•• CobaltCobalt
•• EuropiumEuropium
•• IridiumIridium
•• RadiumRadium
•• PoloniumPolonium
•• StrontiumStrontium
•• TechnetiumTechnetium

• Nuclear materials
•• UraniumUranium
•• PlutoniumPlutonium
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Some current application of these  Some current application of these  
radioactive materials radioactive materials 

• Cesium-137
• food irradiation
• wide variety of industrial instruments
• diagnosis and treatment
• sterilisation of medical equipment

• Cobalt-60
• cancer radiotherapy
• non-destructive testing of welds and castings
• large variety of measurement and test instruments
• food irradiation

• Strontium-90
• tracer in medical and agricultural studies
• power source in specialist long-life, light-weight power supplies
• electron tubes
• treatment of eye diseases and bone cancer

• Iridium-192
• non-destructive testing, especially in the oil and airline industries
• cancer therapy
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Source Materials
Example - Radiography Sources

Contain 3 to 150 Ci of 
60Co or 192Ir or 137Cs

10 cm



IAEA 5/11/2009 16

Is there a risk? (2)

• Vulnerabilities
• A large number of lost or stolen radioactive sources which have 

not been recovered

• Radioactive sources at facilities of origin without adequate 
protection 

• potential for more thefts

• Sufficient materials for a dirty bomb could be obtained 
relatively easily by terrorists through theft and fraud

• Motivation
• Reports showing intention to acquire and/or use radioactive 

materials for malicious purposes
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Country SituationCountry Situation

State BordersState Borders

Nuclear or Nuclear or 
radioactiveradioactive
materialsmaterials

Facilities where 
radioactive sources 

are present

NuclearNuclear
facilitiesfacilities

Target LimitsTarget Limits
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PreventionPrevention
• Physical protection of nuclear & other radioactive material at 

their associated facilities and during transport
• An essential element in the first line of defence against criminal 

offences 

• Vital in preventing material from becoming out of regulatory control
• Lockdown of strategic locations such as critical facilities & 

infrastructure, venues, etc 
• Radiological search/survey at strategic locations to verify whether or 

not radioactive material is present prior its use
• Deterrence

• Information security

• Trustworthiness
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DetectionDetection
Via InstrumentsVia Instruments

• Devices that are portable or placed at fixed locations and operated as 
part of normal commerce such as:
• Radiation Portal Monitors (RPMs)

• Personal Radiation Detectors (PRDs)

• Hand-held Radionuclide Identification Device (RID)

• Neutron Search Device (NSD)

• Special Detectors
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DetectionDetection
Via Information Alerts

• Variety of sources, including
• Intelligence

• Medical symptoms

• Accounting & shipper/receiver discrepancies

• Border inspections
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Radiation detection by instrumentsRadiation detection by instruments

• Radiological surveys at strategic locations 

• To detect presence of radioactive materials

• To interdict illicit radioactive material from entering 
in a strategic location
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Example (1) Example (1) -- Screening of personsScreening of persons

• Officers carrying PRD, positioned 
in each checkpoint line, after metal 
detectors & scanners

• Officers carrying BACKPACK
• Covert searching

• Radiation monitor positioned before 
metal detectors & scanners
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Example (2) Example (2) -- Screening of handbags & cargoScreening of handbags & cargo

• PRD clipped under tray of X-
Ray scanner 

• Radiation portal monitor 
positioned at cargo vehicle 
entrance 
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Example (3) Example (3) -- Survey of Open Areas EventsSurvey of Open Areas Events

• Security officers carrying PRD & BACKPACK during 
Marathon & Triathlon
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Example (4) Example (4) -- Survey of Open Areas EventsSurvey of Open Areas Events
Combined useCombined use

• Use of BACKPACKS and CAR/AIR BORNE SYSTEMS
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• Operational information
• Gathering and analysing information aiming to identify suspicious activities 

or abnormalities that may indicate criminal or unauthorized acts involving 
radioactive material within the State such as:

• Activities of non-State actors that could pose a risk to nuclear security
• Illicit and unauthorized operations both within the State & across borders
• Open-source 
• Ad-hoc reporting based on on-going observation or conventional routine 

inspections by law enforcement

• Medical surveillance
• Appearance of medical signs & symptoms related to radiation injuries

• Regulatory non-compliance including loss of control through theft

Radiation detection by information Radiation detection by information 
gatheringgathering
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ResponseResponse
• Assessment phase

• Initiated by an alarm or alert

• If confirmed, nuclear security event

• Management phase
• Establishment & management of crime scene

• Subsequent criminal investigation, prosecution or 
extradition of offenders

• Place material under regulatory control
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What to do if an alarm is triggered?What to do if an alarm is triggered?

Assessment of instrument alarmsAssessment of instrument alarms
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Basic stepsBasic steps
Secure the individual or material

Verify the alarm 
Is this a real alarm or a false alarm?Is this a real alarm or a false alarm?

o Secondary inspection

Measure the level of radiation
If below limits

identify and classify the radioactive material
assess if it is an innocent or non-innocent alarm

Level of radiation above limits?Level of radiation above limits?
o Yes, Tertiary inspection

Implement countermeasures



IAEA 5/11/2009 30

Is this a real alarm or a false alarm?

•• ActionAction
•• Verification of alarm Verification of alarm –– Secondary InspectionSecondary Inspection

•• False alarmFalse alarm

•• Real alarmReal alarm
• Innocent 
• Confirmed non-innocent alarm
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False AlarmsFalse Alarms

•• False alarms by instrumentsFalse alarms by instruments
• Effects of instruments electronic (high probability)

• Changing background by NORM in buildings, streets (high probability)

• Mechanical shocks by the user (middle probability)

• Atmospheric background fluctuation (low probability)

• Radio frequency interferences (low probability)

Can be activated by instruments and cannot be Can be activated by instruments and cannot be 
confirmed by independent radiation measurementconfirmed by independent radiation measurement
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Real alarmReal alarm

•• To confirmTo confirm
• Measure radiation level

• Identify radioactive element

• Categorize 
• NORM, medical, industrial or nuclear material

Innocent or NonInnocent or Non--innocent?innocent?



IAEA 5/11/2009 33

Innocent alarms (1)Innocent alarms (1)

• Radioactive material detected in persons that had 
medical treatment or examination
• certificate

• Cargo with naturally occurring radioactive 
material (NORM)

• Legal shipment of radioactive material 
• adequate transport documentation
• correct timeframe and transport route
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•• Examples of material (NORM)Examples of material (NORM)
• Green glass containing Uranium

• Video screens and some camera lenses with Thorium

• Fertilizers containing K-40

• Ceramics containing Uranium and Thorium

• Welding rods containing Thorium

• Tailings from oil industry or desalination plants containing 
Radium-226 and Thorium

Innocent alarms (2)Innocent alarms (2)

Those involved in criminal or terrorist activities can orchestraThose involved in criminal or terrorist activities can orchestrate te 
innocent alarms to test nuclear security measuresinnocent alarms to test nuclear security measures
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NonNon--innocent alarm (1)innocent alarm (1)
•• Everything that is not innocent and radiation Everything that is not innocent and radiation 

level is above thresholdlevel is above threshold

•• Take special precautions ifTake special precautions if
Dose rate > 100 Dose rate > 100 µµSv.hSv.h--11 at 1m from objectat 1m from object

Presence of neutronsPresence of neutrons
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HARMFUL? 
Expert support needed?

Tertiary Inspection

NonNon--innocent alarm (2)innocent alarm (2)
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Potentially Harmful SituationsPotentially Harmful Situations

Key ElementsKey Elements
Safety Safety proceduresprocedures

Isolation Isolation of suspected materialof suspected material

NotificationNotification processprocess

CrimeCrime--scenescene managementmanagement
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•• Cordon off the areaCordon off the area

• Radiation dose rate at 100 100 µµSv.hSv.h--11

•• Seizure and temporary storage of itemsSeizure and temporary storage of items
• Safety measures should be applied to adequately store, pack or 

even remove radioactive material

Additional expert support may be neededAdditional expert support may be needed

•• Notify appropriate authorityNotify appropriate authority
• Notification procedure

• Ask for help

NonNon--innocent alarms (3)innocent alarms (3)
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•• Initial investigationInitial investigation
• Search for any additional information

• Preserve the scene
• If not possible, move item to a safe location

• Do not forget to control people

NonNon--innocent alarms (4)innocent alarms (4)
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Radiation HazardRadiation Hazard
•• Minimizing radiation exposureMinimizing radiation exposure

• Maintain safe distance from radioactive source

• Limit time in close proximity of source

• Use shielding materials, if required

•• Do not touch or disturb any materials, which have Do not touch or disturb any materials, which have 
leaked or spilled from a suspicious itemleaked or spilled from a suspicious item

•• Do not eat, drink or smoke at the sceneDo not eat, drink or smoke at the scene
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Tertiary Inspection and Support Team (1)Tertiary Inspection and Support Team (1)

•• Roles and responsibilitiesRoles and responsibilities
Provide support to identify and classify any radioactive material 
that causes an alarm

Assess radiological risk and provide advise on radiation safety

Advise and assist Incident CommanderIncident Commander in COUNTERMEASURES
Mitigation and isolation of areas
Restriction of operations
Recovery, transport and storage of radioactive material
Sheltering
Evacuation

Required if situation escalatesRequired if situation escalates
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•• Roles and responsibilitiesRoles and responsibilities (continue)

Assist operational response and crime-scene management
Forensics, HazMat, Anti-bomb squad

Perform car/air borne or backpack and other specialized 
surveys

Control of operations involving radioactive material

Use of specific codes to assess radiation dose due different 
exposure pathway 

Use dispersion codes predictions and/or environmental impact 
assessment

Tertiary Inspection and Support Team (2)Tertiary Inspection and Support Team (2)
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•• ChallengesChallenges
Adequate and timely response to a nuclear security
event with potential or actual radiological 
consequences

Coordination with law enforcement during response

Information flow

Team transport during an event

Tertiary Inspection and Support Team (3)Tertiary Inspection and Support Team (3)
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Assessment of information alertsAssessment of information alerts

• Basic steps
• Evaluation of the quality of the information

• Identification of the possible location(s) of 
the material, including a search for 
radioactive material out of regulatory control

• Identification of the involved radioactive 
material
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SummarySummary

Arrangements for detection, interdiction & response, Arrangements for detection, interdiction & response, 
including those related to mitigation of consequencesincluding those related to mitigation of consequences

• Identify security organizations
(WHICH) – Leading and Supporting organizations

•• Plan earlyPlan early
(WHEN) – As soon as possible

• Develop a strategy
(HOW) - Concept of operations, including response procedures

Verify performance
(BY) – Training all responders and conducting and evaluating exercises
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ConclusionConclusion
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Areas of concern

• Security of radioactive sources
• Improvement of their protection, control and 

accounting is required

• Detection capabilities at land borders and sea 
ports require attention, however…

• More information is required to assess 
effectiveness of detection and hence risks 
posed by cross-border illicit trafficking 
activities
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……Thank you for your attentionThank you for your attention


	Arrangements for detection, interdiction and response to criminal or unauthorized acts involving nuclear and other radioactive
	Outline
	Security – Generally Speaking
	Nuclear Security (as part of General Security)
	Acts with Radioactive Material
	Slide 06
	Malicious acts involving radioactive materials
	Criminal act using radioactive material!
	Potential consequences I
	Potential consequences II
	Intense media/public interest
	Is there a risk? (1)
	Suitable radioactive materials for criminal use
	Some current application of these radioactive materials
	Source Materials Example - Radiography Sources
	Is there a risk? (2)
	Country Situation
	Prevention
	Detection
	Detection
	Radiation detection by instruments
	Example (1) - Screening of persons
	Example (2) - Screening of handbags & cargo
	Example (3) - Survey of Open Areas Events
	Example (4) - Survey of Open Areas Events Combined use
	Radiation detection by information gathering
	Response
	Assessment of instrument alarms
	Basic steps
	Is this a real alarm or a false alarm?
	False Alarms
	Real alarm
	Innocent alarms (1)
	Innocent alarms (2)
	Non-innocent alarm (1)
	Slide 36
	Potentially Harmful Situations
	Non-innocent alarms (3)
	Non-innocent alarms (4)
	Radiation Hazard
	Tertiary Inspection and Support Team (1)
	Tertiary Inspection and Support Team (2)
	Tertiary Inspection and Support Team (3)
	Assessment of information alerts
	Summary
	Slide 46
	Areas of concern
	…Thank you for your attention

